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ABSTRACT

The Transport Layer Security (TLS) protocol has evolved in response to different attacks and is
increasingly relied on to secure Internet communications. Web browsers have led the adoption of newer
and more secure cryptographic algorithms and protocol versions, and thus improved the security of the
TLS ecosystem. Other application categories, however, are increasingly using TLS, but too often are
relying on obsolete and insecure protocol options.

To understand in detail what applications are using TLS, and how they are using it, we developed a novel
system for obtaining process information from end hosts and fusing it with network data to produce a TLS
fingerprint knowledge base. This data has a rich set of context for each fingerprint, is representative of
enterprise TLS deployments, and is automatically updated from ongoing data collection. Our dataset is
based on 471 million endpoint-labeled and 8 billion unlabeled TLS sessions obtained from enterprise edge
networks in five countries, plus millions of sessions from a malware analysis sandbox. We actively
maintain an open source dataset that, at 4,500+ fingerprints and counting, is both the largest and most
informative ever published. In this paper, we use the knowledge base to identify trends in enterprise TLS
applications beyond the browser: application categories such as storage, communication, system, and
email. We identify a rise in the use of TLS by non-browser applications and a corresponding decline in the
fraction of sessions using version 1.3. Finally, we highlight the shortcomings of naively applying TLS
fingerprinting to detect malware, and we present recent trends in malware's use of TLS such as the
adoption of cipher suite randomization.
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