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ABSTRACT 

 
Side channel attack (SCA) has become one of the major threats to cryptographic devices as it can noninvasively 
reveal the key by performing statistical analysis to the side-channel information such as power or electromagnetic 
field. Consequently, hardware countermeasures for side channel attack have been extensively studied to protect 
crypto circuits and systems. Machine learning-based countermeasure is an attractive and powerful solution but 
yet to be investigated. 
 
The objective of this seminar is to discuss a new machine learning-based side-channel attack countermeasure 
technique. Run-time data traces are adopted to develop and test the machine learning techniques, which also 
proved the effectiveness of machine learning techniques on side channel attack countermeasure. 
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