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ABSTRACT

The widespread use of location-based services brings convenience to people, but privacy concerns should be taken
seriously. We propose a differential privacy framework to preserve users' location privacy and provide location-based
services. We propose the metrics of location privacy, service quality and differential privacy to introduce a location privacy
preserving mechanism, which can help users find the tradeoff or optimal strategy between location privacy and service
quality. Meanwhile, two adversary models with different intentions are designed to infer users' true locations. Since the
purposes and the prior knowledge of the benign adversary and the malicious adversary are different, we discuss and
propose different adversarial algorithms for these two adversaries.
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