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ABSTRACT 

Resource-constrained IoT devices have paved their way into critical infrastructure to improve efficiency and quality of 
operations. Such devices are prone to malicious firmware updates and network attacks. Anomalous firmware and network 
attacks at one node may create downstream effects at other nodes. This seminar presents SwarmNet, a novel GNN-
based swarm attestation framework for IoT swarms that uses the devices’ SRAM contents and Graph Transformer 
networks to detect source and downstream anomalies. 
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