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ABSTRACT

Recent research into the feasibility of Unmanned Aerial Vehicles (UAVs) as flexible platforms for the dynamic deployment
of 5G-based Multi-access Edge Computing (MEC) services has been increasing. This is particularly useful in
environments where traditional infrastructure is either unavailable or impractical, such as disaster-affected areas or
remote regions with limited connectivity. Given the energy constraints of UAVs, machine learning-based optimization
techniques demonstrate considerable potential in enhancing the efficiency of UAV-based MEC services. However, the
susceptibility of these techniques to adversarial attacks poses an important challenge that must be assessed. In this
work, we explore a targeted Denial-of-Service (DoS) attack on a UAV-based multi-slice MEC employing Deep
Reinforcement Learning (DRL) provisioning diverse low-latency services. We conduct experimental simulations to
analyze the impact on service delay and job completion percentage for different slices, comparing these outcomes with
static provisioning schemes. We also investigate the effect of the attack on the hovering time of the UAVs. The results
indicate that while the attack has a significant impact, the continuous learning capabilities of DRL enable it to recover
from the disruption.
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