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ABSTRACT 

The increasing deployment of IoT devices necessitates scalable and efficient security mechanisms. This seminar 
introduces ENVOT, a novel attestation approach leveraging Variational Autoencoders (VAEs) and ensemble learning to 
detect anomalies with high accuracy while optimizing resource usage. By analyzing a small RAM footprint and combining 
statistical and frequency features, ENVOT enhances detection efficiency and resilience against security threats like 
firmware tampering and side-channel attacks. Our findings demonstrate significant reductions in verification latency and 
energy consumption, making ENVOT a promising advancement in IoT security. 
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