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ABSTRACT

This talk covers three recent research papers: BLERP: Bluetooth Low Energy Re-Pairing Attacks and Defenses;
EmuOCPP: Effective and Scalable OCPP Security and Privacy Testing; and CheckOCPP: Automatic OCPP Packet
Dissection and Compliance Check. The papers uncover security and privacy design flaws in the Bluetooth and OCPP
standards and show how to exploit them to break the confidentiality, integrity, and authenticity of Bluetooth and OCPP.
Then, they discuss ways to fix them directly in the standard or mitigate them with implementation-level defenses.
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Daniele is an Assistant Professor (Class 1) at EURECOM with the software and system security (S3) group. He is doing
research and teaching in system security and privacy with an emphasis on protocols, such as Bluetooth, FIDO2, and
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