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ABSTRACT

Mixture-of-Experts (MoE) large language models can be backdoored by dormant-expert attacks such as BadMoE, in
which a trigger routes computation to a normally-unused expert that forces an attacker-chosen output. These backdoors
are designed to be invisible to static inspection: in isolation, the infected expert's weights, token affinity, gate row, and
clean-input routing are all indistinguishable from benign specialized experts. We first establish a negative result—every
reference-free static MoE signal we tried (routing statistics, gate/weight differencing, activation geometry, forced-
domination probes) fails—and argue why: backdoor is not a static property of an expert but a trigger-conditioned causal
circuit, visible only under the trigger. We therefore audit MoE backdoors by mechanism. Given a firing or candidate trigger,
we profile clean-versus-triggered routing to nominate suspect experts, then greedily ablate them while tracking the attack
success rate (ASR). The decisive statistic is the cliff: the largest single-step ASR drop along the cumulative-kill curve. A
planted dormant-expert circuit collapses on a cliff; while a clean model’s high-ASR adversarial trigger only erodes on a
slope. The decision rule needs no clean twin, no labelled backdoor zoo, and no architecture prior: its threshold (= 0.48)
calibrated on Qwen1.5-MoE transfers unchanged to OIMoE, and the signal is payload-agnostic (classification and
generative targets). The located circuit also enables surgical repair (ASR 1.0 — 0, clean accuracy preserved).
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